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Abstract

As Mobile Ad-hoc network (MANET) has become a very important
technology, research concerning its security problem, especialy, in intrusion
detection has attracted many researchers. Feature selection methodology plays
a central role in the data analysis process. The proposed features are tested in
deferent network operating conditions. PCA is used to analyze the selected
features. Performance reduction will occur both in speed and predictive
accuracy. This paper ams to select and anayze the network features using
principal component analysis.

Wireless ad-hoc networks are increasingly being used in the tactical
battlefield, emergency search and rescue missions, as well as civilian ad-hoc
situations like conferences and classrooms due to the ease and speed in setting
up such networks. As wireless ad-hoc networks have different characteristics
from a wired network, the intrusion detection techniques used for wired
networks may no longer be sufficient and effective when adapted directly to a
wireless ad-hoc network. In this paper, | will first provide an introduction to
wireless ad-hoc networks and thereafter an introduction to intrusion detection.
I will then present various existing intrusion detection techniques that can be
adapted to wireless ad-hoc networks and finally propose a hybrid intrusion
detection system for wireless ad-hoc networks.
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Introduction
Mobile Ad-hoc Network (MANET) is an unstructured wireless network that can be
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established temporarily. In MANET, nodes can add-in to the network or detach from
it at anytime. Thus, there is no central control on the network for the nodes to follow
[20]. Intrusion detection models were introduced by Denning in 1987 and rather are a
new technology [5, 20]. Intrusion detection systems can be categorized into two
models. Signature-based intrusion detection [2] and anomaly-based intrusion
detection. Signature-based intrusion detection uses signatures of the attacks to detect
the intrusion.

A wireless ad-hoc network consists of a collection of mobile nodes that
communicate with each other via wireless links without the aid of a pre-existing
communication infrastructure. Nodes within each other’s radio range communicate
directly viawireless links, while those that are far apart rely on intermediate nodes to
forward their messages. Each node can function both as arouter as well as a host.

For this paper, the mobile nodes that we are focusing our discussion on are current
day laptops that have sufficient processing capability and memory to support ad-hoc
networking as well as intrusion detection applications. These Iaptops have limited
battery life only when they are unplugged from a main power source. Such mobile
nodes are used to setup wireless ad-hoc networks in situations like classrooms or
conferences; temporary offices like a promotional booth; emergency search and
rescue missions and possibly at command posts in the military.

Vulnerabilities of wireless ad-hoc networks
Despite the convenience that comes with being able to rapidly deploy wireless ad-hoc
networks and being mobile, such networks have inherent vulnerabilities that make
them highly susceptible to malicious attacks.

The wireless link does not provide the same level of protection for data
transmission as a wired link, allowing adversaries within radio transmission range to
perform attacks against the transmitted data without gaining physical access to the
wireless link. The dynamic and cooperative nature of ad-hoc networking without a
centralized authority for authentication and monitoring is susceptible to attacks that
breaks down or exploit the cooperative behavior of the ad-hoc routing. The mobile
nodes that are roaming independently may have inadequate physical protection and
can be captured and compromised. Adversaries using these captured nodes can
perform far more damaging attacks from within the network and such attacks are
much harder to detect since the captured nodes will contain the private keys and
passwords used within the network.

Network architecture

Wireless ad-hoc networks may be configured in basically two ways, either a flat
network infrastructure or a multi-layered network infrastructure. The two different
configurations will determine how well an intrusion detection system can be
employed in a network as well as the architecture of the intrusion detection system.

In a multi-layered network infrastructure, all nodes are not considered equal .
Nodes within transmission range are organized into a cluster, and elect a Cluster-Head
(CH) node to centralize routing information for the cluster. The CH nodes will in this
case be more powerful devices with better resources and they form avirtual backbone
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of the network. Depending on the protocol, intermediate gateway nodes may relay
packets between CH nodes.

Intrusion detection

Intrusion detection is defined as the method to identify “any set of actions that attempt
to compromise the integrity, confidentiality, or availability of a resource” [13]. It is
pertaining to techniques that attempt to detect intrusion into a computer or network by
observation of actions, security logs, or audit data. Hence in the context of wireless
ad-hoc network, we need to identify any malicious nodes either from outside the
network trying to break into or nodes that have turned bad. Bad nodes can easily
disrupt or partition the network using the various forms of attacks as seen from the
previous section. Detection of break-ins or attempts is done either manually or via
software expert systems that operate on logs or other information available on the
network.

Anomaly detection vs. misuse detection

In order to detect an intrusion attack, one needs to make use of a model of intrusion.
That is, we need to know what an Intrusion Detection System (IDS) should look out
for. There are basically two types of

Host-based vs. network-based intrusion detection

Most intrusion detection systems (IDS) take either a network-based or a host-based
approach to recognizing and deflecting attacks. In either case, these products look for
specific patterns that usualy indicate malicious or suspicious intent. An IDS is
network-based when it looks for these patterns in network traffic. It is host-based
when it looks for patternsin log files

Online detection vs. offline detection

The classification of intrusion detection systems can be further segregated according
to the timeliness of the audit data being gathered and processed. Audit data can be
gathered and processed while the hosts is either online (connected to the network) or
offline (disconnected from the network).

A survey of intrusion detection techniques

Problems of current intrusion detection techniques

It is difficult to apply intrusion detection techniques developed for the wired network
to the wireless ad-hoc network due to the vast difference between the two networks.
The main difference is that wireless ad-hoc  networks do not have fixed
infrastructures, and existing network-based IDSs, which rely on rea-time traffic
anaysis, can no longer function well in the new environment. In wired networks,
traffic monitoring is usually done at switches, routers and gateways. The wireless ad-
hoc environment does not have such traffic concentration points where the IDS can
collect audit data for the entire network and can only rely on partial, localized audit
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data collected from the host and from communication activities taking place within
the radio range.

Besides having different network infrastructures, there is also a big difference in
the communication pattern of users in the wireless mobile environment. Due to the
bandwidth limitations, battery constraints and frequent disconnects, users often adopt
new operations modes such as disconnected operations [12]. This suggest that existing
anomaly detection models may not be able to determine that such new operations are
certified and identify them as intrusions.

There aso may not be a clear separation between normalcy and anomaly in the
mobile environment [11].

A node that sends out false routing information could be a compromised node or
merely one that is temporarily out of sync due to rigorous physical movement.
Existing detection methods may find it increasingly difficult to differentiate false
alarms from real intrusions.

The lack of protocol standards, an example being the lack of a standardized
routing protocol makes it difficult to define intrusion attack signatures for the wireless
mobile environment. Signatures are defined from the characteristics, vulnerabilities
and the working topologies of the routing protocol. The lack of understanding of new
applications that are being developed for the wireless mobile environment also add to
the difficulty in defining attack signatures.

Reasons for choice of intrusion detection techniques

The intrusion detection techniques that will be presented in the following sections are
chosen due to the suitability of the technique for anomaly detection. Anomaly
detection should be the main approach for intrusion detection in the wireless ad-hoc
network because it is conceivable that intrusion in this new environment will come in
the form of new attacks types that are yet to be defined. These techniques can also be
adapted for local and cooperative detection. The techniques can either process partial
and local data on the host as well as gather more information from the neighboring
hosts to perform cooperative intrusion detection.

Data mining

Data mining algorithms implemented on each mobile node can be used to analyze
audit data and thereafter generate intrusion detection models. Data mining generally
refers to the process of extracting useful models from large repositories of data [3].
Below are severa agorithms that are particularly useful for mining audit data for
anomaly detection.

A proposed hybrid intrusion detection system

Hybrid system requirements

Our hybrid intrusion detection system is designed especially for the wireless ad-hoc
network athough it can also be deployed in the wired network. We take into
considerations, when designing our hybrid intrusion detection system, the
characteristics of the wireless ad-hoc network and the problems that existing system
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face when being deployed in awireless ad-hoc environment.

The dynamic and cooperative nature of the wireless ad-hoc network suggests that
the intrusion detection system should be designed to be dynamic and cooperative as
well. Each node should have its own intrusion detection module since it cannot rely
on other nodes that may leave the network at anytime to help it perform intrusion
detection. Wireless ad-hoc networks also do not have traffic concentration points that
allows for intrusion detection at a centralized location and this further emphasize the
need for each to have its own intrusion detection module

The proposed hybrid system (figure 5) consists of the following components; data
collector, detection optimizer, detection engine, response engine and secure
communication module.

Data collector

The data collector collects data at the link layer, the network layer and the application
layer. Information is needed from these three different layers to perform multi-layered
intrusion detection [11]. Multi-layered intrusion detection is needed as certain attacks
that target the upper layer may seem perfectly legitimate to the lower layers.

Detection optimizer

Due to the limited battery life that the mobile node has, we deem that intrusion
detection should be done on the basis of different levels of escalation starting from the
simplest and least battery consuming intrusion detection operation to more complex
and CPU intensive operation. The detection optimizer preprocesses al the audit data
collected from the different layers and send the most relevant audit data to the
detection engine based on the mode that the mobile node is currently operating in.

Detection engine
The detection engine performs both misuse and anomaly detection. Either the
Haystack or data mining algorithms can be implemented in the detection engine.

Response engine

When an intrusion is detected, the system needs to respond appropriately. It can either
sound alocal alarm on the host or a global alarm on the network. The nodes can then
respond to the intrusion either locally or cooperatively.

Secure communication module

The secure communication module is needed when the node needs to perform
cooperatively intrusion detection as well as when sounding a global alarm. Mobile
agents, the Indra approach or tunneling can be implemented for this communication
module. Measurements like pixel gray levels or values of a signal at di®erent time
instants [16].

In the PCA transform, the vector x is rst centered by subtracting its mean [9, 16]:
x Aj x i Efxg:

In practice, the mean is estimated from the available sample x(1) : : : x(T).
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The matrix X i§a n £ n covariance matrix of x.
Cx Aj EfxxT g:

It iswell known from basic linear algebra that the solution to the PCA problem is

ordering of the eigenvectors is such that the corresponding eigen-values di, : : :, dn
satisfydl, d2,:::, dn.
Thusthe rst principal component of x is
yl=el
1x:

Conclusion

Wireless ad-hoc networks have brought about a paradigm shift in the way we think
about intrusion detection. We need to rethink methods for these new networks based
on the characteristics that these networks have. In this paper, we have provided an
introduction to wireless ad-hoc networks. We then proceeded to provide an
introduction to intrusion detection in the context of wireless ad-hoc networking.
Having understood the implications and problems in performing intrusion detection in
this new environment, we performed a survey on the existing methods for intrusion
detection and listed four techniques that we deemed are suitable for the wireless ad-
hoc environment. We ended by proposing a hybrid intrusion detection system that
allows the different techniques that we have identified to be incorporated into the
system and is most suited for wireless ad-hoc networking. Link Layer Network
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