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Abstract

Mobile Adhoc Networks (MANETS) are mostly used in the conditions
where any fixed backbone infrastructure is not available. They are easy
to implement but they are more prone to attacks and threats. Being
mobile and using distributed services are few of the weak points of
security in MANETs. As the communication system keeps on
changing during its life span and new communicating nodes keeps on
coming and old keeps on moving out of the network. Hence there is
need for keeping the record and to provide proper authentication for
the new arriving nodes and the existing nodes in the network. But
because of intrusion threats and various other kinds of attacks it is
difficult to judge any new node and to allow only safe nodes to get
connected with the existing safe system. Here in this paper we propose

a

model for authenticating the new nodes as well the nodes which are

active in current communication network on the basis of concept of
shared trust. For the initialization of the network the few trusted nodes
will be allowed to form a neighbourhood of trusted nodes with their
initial entries in a Stationary Secure Database (SSD). Now when the
group grow in size these trusted nodes will be communicating with
each other and will allow or disallow the trusted or compromised
nodes respectively on the basis of shared trusted model to establish a
secured, stable, trustworthy group of mobile nodes.

Keywords: MANETS, Stationary Secure Database, Trust computation,
Trust Propagation.
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1. Introduction

A mobile ad hoc network (MANET) is a self-configuring network that is created by a
collection of mobile nodes without the help of a fixed infrastructure or centralized
management. Each node is able to communicate with other nodes in its communication
range with a wireless transmitter and receiver. If a node wants to communicate with
other nodes that are out of its coverage area, its need to cooperate with other nodes in
between; this is known as multi-hop communication. Therefore, each node must act as
both a host and a router at the same time. The network topology frequently changes
due to the mobility of mobile nodes as they move within, move into, or move out of
the network. As MANETS become widely used, the security issue has become one of
the primary fields of concern.

There are both passive and active attacks in MANETS. For passive attacks, packets
containing secret information might be eavesdropped, which violates confidentiality.
Active attacks, including injecting packets to invalid destinations into the network,
deleting packets, modifying the contents of packets, and impersonating other nodes
violate availability, integrity, authentication, and non-repudiation. Proactive
approaches such as cryptography and authentication and many other techniques [1, 2,
3, 4] have been proposed and implemented. However, these applications are not
sufficient. If we have the ability to detect the attack before it is going to occur, we can
stop any malicious node from doing any damage to the system or any data. Here is
where the concept of trust based system comes in.

2. Concept of Trust

Trust evaluation is implemented according to normal human psychology and
subsequent behaviour. In real world environments, when making decision, people
normally trust the person they know personally and/or have known from someone else.
They trust them till they are in a good relation with them. So how much trust a person
can have on other is a relative term, if he is in communication with the person than it is
supposed to be trustworthy otherwise not.

The MANETs are usually architecture independent networks, the work is
distributed and the mutual cooperation of all nodes in the network is needed, which is
based on the trust that these nodes would act as expected. However, taking each and
every node to be trustworthy may not be always true, as some nodes may be
compromised and behave selfishly or even maliciously to disrupt the network
operation. Employing cryptographic mechanisms can protect the correctness and
integrity of the information being transmitted in the system, but these mechanisms
cannot answer the question about the trustworthiness of each party and predict their
behaviours. By evaluating the trustworthiness of related parties, it is easier to take
proper security measures and make proper decision on any security issues.

In this paper, we examine the vulnerabilities of wireless networks and state that we
must include trust based mechanisms for securing MANETS. We propose a new trust
based model to quantify the trust level of the nodes in MANETS.
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3. Design of Trust Model

The use of trust as the factor for design and development of secure systems is a new
and upcoming method in the field of MANETS. The trust model security features can
be directly applied on the network to reduce the probability of a node for being
attacked or being compromised and hence improves routing [5].

A trust model should be able to fit in various scenarios of the system. In an open
MANET, nodes may be free to join or leave the network anytime at will. Some nodes
may or may not already know each other before they join the network. Besides the
direct interaction experience in the network, the pre-shared knowledge, if any, is also
quite important for a node to implement trust evaluation and should be taken into
account in a trust model.

The application of Stationary Secure Database (SSD) is to give a secure, trusted
repository for mobile nodes to obtain information about the latest misuse signatures
and to find the latest patterns of normal user activity. The use of the SSD to mine new
anomaly rules is beneficial to the IDS for three reasons. First, the SSD will be fixed, so
it will be fast and is capable of mining rules much faster than on slower, mobile nodes.
Secondly, the processing time used to mine the new rules will not take away from the
processing time of the mobile nodes. And thirdly, the SSD is capable of having much
more storage capacity to store an abundance of audit data collected from the nodes. It
is very likely that the mobile nodes will not have enough storage to store substantial
amounts of audit data, but by uploading audit data to the SSD, no data is deleted
because of lack of storage space.

4. Literature Review

Extensive work has been carried out in the different aspects of proposing security
models in MANETS. The work related to trust can be seen in information technology
as, trust metrics and trust evaluation are mainly defined for public key authentication
[6,7,8,9,10] access control [11] and electronic commerce[12, 13]. Ngai, Lyu and Chin
[14] proposed an authentication service against dishonest nodes in MANET, by
applying Beth, Borcherding and Klein’s trust evaluation model designed in [15]. In
Beth, Borcherding and Klein’s approach, two types of trust are measured: direct trust
and recommendation trust. Pirzada and McDonald [16, 17] proposed a trust model to
establish trust in pure MANETS. The trust computation is based on monitoring data
delivery in the network. Yan, Zhang and Virtanen [18] proposed a trust model for
secure routing evaluation in MANET. The authors defined a large trust evaluation
matrix based on statistic data collected during the network communication. Virendra,
et al. [19] proposed a pair-wise trust evaluation scheme in MANETS. Jared Cordasco et
al. [20] gave his perspective of Cryptographic Versus Trust-based Methods for
MANET Routing Security. In their survey on Trust Computations and Trust Dynamics
in Mobile Adhoc Networks, Kannan Govindan & Prasant Mohapatra [21] covered up
various issues and challenges in the trust computation and propagation of trust in a
hostile environment. Jin-Hee Cho, & Ananthram Swami [22] worked on Trust-based
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Cognitive Networks and gave their views on Trust Management for Mobile Ad Hoc
Networks.

The above related work discusses the various schemes of trust propagation and
trusted networks but they have limitations for sharing or monitoring data delivery.
Such approaches are suitable to routing trust evaluation, but not sufficient for node
authentication in MANETS.

5. Shared Trust Evaluation Model
In this part we present the details of our trust evaluation model that can be used for
node authentication in MANETS. Our trust model could overcome the limitations of
current approach addressed above.

Trust is a notation of human behaviour. The basic definition of trust can be given
as “Trust is the quantified belief by a trustor with respect to the competence, honesty,
security and dependability of a trustee within a specified context” [23].

5.1 Trust Quantification & Trust Computation
Trust quantification reflects various degrees of trust or distrust that a trustor node may
have on a trustee node. In this paper, we express trust quantification with real number
between 0 and 1. The more closure to zero represents the more degree of distrust. 1 is
the maximum value that represents as absolute trust. The number O is a natural trust
value for a new or unknown node.

In our model The trust is calculated in two types one is global trust and second is
local trust. Global trust Tg is the average of addition of all local trust associated with
the nodes

Tg — >RTU 1

n

and local trust Tl is the ratio of trust of Wi Weight of experience in trusted

communication and Ti time for which it has been ideal.
Tl =2 2
Wi+Ti

The weight of experience is calculated as the number of successful and trusted
communications of the node with other nodes. Initially when a node comes in the
network after being checked through a local intrusion detection systems or some
security mechanism it will be allowed in the network and hence it will get W; as 1 at
initial time. Now the local trust of the node will decrease fraction by fraction by the

time Ti when it is not involved in any type of communication.

5.2 Making Decision
To decide that whether a node is trusted or not for current communication the
difference of local trust Tl with the dynamic Tthreshold is taken into account, the
decision factor D is defined as

D = Tl — Tthreshold 3
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If D>=0, it means the computed trust value satisfies the trust requirement of the
ongoing task. If D<0, it means that the trust requirement is not satisfied.

QQ

Figure 1: Shared Trust Model.

6. Working of Shared Trust Model

Our model is designed to provide flexible and effective trust evaluation for dynamic
MANETSs and can be applied for node authentication in open network environment.
Whenever a new node arrives in the network it will request the permission to get
connected with the network. If it turns safe from intrusion detection system installed at
the devices and pass though base level security, then it will be allowed in the network.
Later as the time passes its trust level will decrease on its own if it does not
communicate with the neighbouring nodes, and its will be soon moved out of the
trusted network if the local trust level drops below the threshold.

A case may arise when a malicious node may mislead the trust evaluation by
presenting false trust value. To avoid such cases the decision factor uses a global
dynamic threshold value for guarantee the node to stay in the communication
otherwise leave the network. Once a misbehaving node is detected, such as
masquerading as another node or maliciously modifying others public key information
through the transmission, the detecting node may send an acknowledge message to
other nodes, together with its updated trust value on the misbehaved node as
recommendation.

7. Conclusions and Future Work

In this paper, we proposed a new model to enumerate use of trust in establishing secure
MANET. Our proposal is distributed, effective and does not depend itself on any
central network. In our proposal, both pre-existing knowledge and direct interaction
among nodes in the network can be taken into account as a quantity of experience for
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their trust evaluation. To quantify the trust value in local and global space, we used
new computation function Tl and Tg, which enables the systems to understand its
topology and trust level security. Our proposal deals with the fundamental trust
establishment problem and can serve as the building block for higher level security
solutions such as key management schemes or secure routing protocols.
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