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Abstract 

Identity-based signature authentication (IBSA) scheme for 

delay-tolerant sensor networks using online/offline signature 

batch authentication reduces the computation cost and 

improves efficiency in the delivery of packets. However, the 

energy of the mobile sensor network or mobile node in a 

multicast network is a critical issue to be addressed clearly. In 

our proposed modified IBSA scheme smallest least unused 

random number is selected for master secret, using this master 

secret public secret is derived. The computation cost for batch 

signature generation and verification is minimized in a 

multicast network with both static and mobile nodes, which 

impacts on processing time of batch signature verification. 

Processing time and energy required for batch signature 

verification is less when compared to existing schemes. 

Processing time required for signature verification is linearly 

proportional to the energy of the node in a network.  Mobile 

node battery source has a finite lifetime. Energy at the mobile 

node is the key parameter to increase the lifetime of a mobile 

node. The processing cycle required for batch verification is 

recorded by the receiver periodically to compare the energy 

consumption by the mobile node at different time intervals.  

Keywords: Energy, Multicast, Mobile Receiver, Signature 

verification. 

 

1. INTRODUCTION 

In recent days due to the rapid use of the internet for different 

applications: stock exchange, online video game, and video 

conferencing, etc., Information transfer from a single sender 

to multiple receivers is usual communication mode in 

computer networks which was not popular in early days of the 

internet. The receiver has to verify whether data has come 

from the intended sender and whether the data has been 

altered or not during transit. The problem is if intruder [01] 

forwards forged data to the receiver then the receiver has to 

spend more time to verify than unforged data which is a 

burden to the receiver having low processing capability. 

Authentication can be carried out using symmetric key  

cryptography [02]  but both encryption and decryption are 

carried out using the same secret. So the probability of forging 

data and hacking the key is more in symmetric key 

cryptography when compared to asymmetric key 

cryptography. Intruder can act as a real member node in a 

multicast network if he gets a key. So it’s not recommendable 

to all the critical multicast application [03]. Authentication 

using asymmetric key cryptography [02] uses separate keys 

for both encryption and decryption. Source node uses a public 

key to encrypt data and the recipient uses a private key to 

decrypt data which is known only to the receiver. Symmetric 

key cryptography is used in some of the applications where a 

large amount of data to be transferred and creates less 

processing overhead to nodes in a network but when coming 

to security services asymmetric key cryptography is the best 

choice even though it creates more overheard to nodes in a 

network.  

Digital signature is a asymmetric key cryptography, the best 

authentication scheme for most of the multicast applications. 

Digital signature algorithms require more computation, each 

packet is signed and verified independently [04] [05], not the 

best choice for resource-constrained devices. Schemes in [06] 

[07] uses one signature for a block of packets computation 

cost is minimized when compared to a per-packet signature. 

Scheme in [08] authenticates many packets simultaneously 

with verification of one signature. Day by day mobile devices 

are becoming the most dependable thing to people for their 

different purposes. The efficient utilization of resources is 

given paramount importance in mobile devices [09] and 

authentication is also considered without compromising 

security services and reducing the overhead at the mobile 

receiver to a maximum level.  Some of the multicast 

applications aim at the delivery of information to the recipient 

with acceptable minimum delay experienced in the network. 

Delay should not impact on the satisfaction of the users, 

sometimes which leads to termination of service. Previous 

research on multicast authentication using batch signature [08] 

schemes and identity-based signature scheme [10] minimizes 

computation cost to the minimum extent best suitable for 

static receivers but not for mobile receivers (which have 

limited processing capability). Computation cost is to be 

minimized to the maximum level for mobile receivers in a 

multicast network [11]. 

In this paper, authentication is carried out using asymmetric 

key cryptography (digital signature) by considering the energy 
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and resource of multicast mobile receiver. In a multicast 

network source node is a static node forwards messages to all 

the nodes in a network, the receiver node may be static or 

mobile. Source node collects information of all the nodes in 

the network, all nodes in the network collects information 

about their neighbour for routing and exchange information. 

Here we are using motive state-based data delivery scheme 

[12] where all nodes in the network sends request to source 

node and get secure identity, consumes more energy and 

resources. A separate modified scheme is required for 

resource-constrained mobile receivers in a multicast network. 

The processing cycle required for task completion is to be 

considered while designing a methodology for energy 

constraint mobile receivers.  Generally energy of a device is 

calculated by the power utilized during the processing and idle 

state. The power utilized by the device during the idle state is 

negligible when compared to power utilized in processing an 

application. Our research paper is organized as follows: part 

1: focused on the introduction part 2: related works and 

drawbacks. Part 3: Research method. Part 4: compares the 

results and findings of research carried out. Part 5: highlights 

the conclusion of the proposed work.  

 

2. RELATED WORK 

The online/offline signature scheme [13] is suitable for 

resource-constrained devices like mobile phones. In [13] 

signature generation is divided into two different phases: i) 

online and ii) offline.  Offline phase (message is not known) 

applied when there is too much computation needed. Online 

phase (message is known) is applied when there is less 

computation needed. IBC based online/offline signature 

scheme (IBSOO) [14] are well suitable method for wireless 

node, which minimizes processing time for online/offline 

signature in real-time applications. Switching from online to 

offline and vice-versa itself creates overhead to the receiver 

due to limited resources available for processing.  Delay 

occurred in processing and display of contents must tolerate to 

some extent. Scheme [15] is suited for delay tolerant networks 

but it has high processing overhead not suitable for mobile 

receivers.  

In multicast routing nodes forwards 'n' number of copies of 

data, so data to be stored on the node depends on the memory 

space of the message queue or buffer. In most of the routing 

schemes, nodes will not receive messages or data until the 

memory is available to hold new incoming messages. If the 

message arrived at the node is not received, it will be 

discarded after timeout [16]. Loss of data due to the message 

queue at the node can be overcome by applying the 

computation efficient type-1 method. But message queue is 

not able to process or store batch messages even by type-1 

[16] are not addressed. So scheme should address loss of data 

due to message queue full and should be computationally 

efficient in authenticating batches. In this paper, we are not 

considering time delay occurred in the intermediate node for 

signed batch transmission and line rate. We are considering 

only the energy and processing time after the arrival of signed 

batches to the receiver. We are using (MSAD) [12] scheme 

routing scheme for transferring signed batches from the 

sender to all the destinations in the multicast network. 

Energy efficiency in mobile devices is increased in [17], 

increasing the battery capacity and extending circuit board 

physical space which may be effective in small message 

transmission or simple network but not suitable for multicast 

real-time applications where processing of application will be 

done in milliseconds. Scheme in [17] uses upgrading battery 

capacity dynamically itself creates overhead to receiver and 

takes multiple interaction messages. Scheme in [18] uses near-

optimal solutions for placing sensor nodes in a network, to 

maximize the node lifetime distribution model is used. Sensor 

nodes communicate with each other and distribute energy 

consumption with each other. But in real-time multicast 

applications, difficult to exchange information between 

neighbours when application running is in progress, even if 

the communication is taken place during execution, which 

consumes more processing cycles and increases the time 

required to complete the execution of the application. The 

distribution model may increase the lifetime of the sensor 

node but it uses extra resources and time of the mobile node 

so not suitable for mobile node with limited resource and 

processing capability.  Our objective is to efficient utilization 

of energy at the mobile receiver during signature verification.   

  

3. PROPOSED METHODOLOGY 

Identity –based signature batch authentication is used for 

signature generation and verification. Energy utilized by 

receiver’s to verify batch signature is calculated based on the 

processor utilization time at that time.  

3.1  Improved identity-based signature batch 

authentication 

Unlike [16] we consider one sender and multiple receivers 

(multicast network), key generator function to generate 

system parameter, and secret key. Key generator function is 

present at the source node Ns and  N1,  N2,   N3,  N4  ………Nn. 

are remaining nodes in a multicast network. Before the start of 

message transmission sender source node generates bilinear 

parameters (p, P,g1,g2,ê), ê is non-degenerated 

Two common cryptographic hash functions are used in all the 

nodes in the multicast network 

Hx:{0,1} → Kp,       (1) 

Hy::{0,1}. g . g2 → Kp     (2) 

Source node generates random number α, α∈ Kp which is a 

master secret key Scheme [16] chose a random number, if we 

consider a large random number it creates unnecessary 

overhead to the nodes and requires high computation, so in 

our scheme, we consider a small random number which is not 

used in recent message transmission as α 

By using the master key α, the source node calculates public 

key Pb ← αP 

Source node transmits the system parameters and the secret 

key to any network node upon request.  

Sn = P/(Hx(N))+ α    (3) 
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3.1.1   Signature generation 

Consider message Ms to be signed by private key at the 

source node in a network. 

Choose a small random number’ b’ which is not used in recent 

message transmission, b∈Kp and compute b-1 than choose 

another random number u∈Kp and compute R = ê(p,P)u , Ss = 

bSn and computes σ = (R,u, b-1Ss).   (4) 

Now compute 

h = Hy(Ms,R,Ss),       (5) 

θ = (u+h). b-1mod p     (6) 

σ = (N, R, θ, Ss)     (7) 

 

3.1.2   Signature verification 

h= (Hy(Ms,R,Ss)     (8) 

if       Rê(p,P)h = ê(θ,Ss,Hx(N)P+Pb)   (9) 

than signature is verified successfully. 

 

3.1.3    Batch Signature verification 

In batch signature multiple signatures are verified 

simultaneously in our scheme computation cost is less when 

compared to [16], we considered unused small random 

number for key generation.  Scheme in [16] applied multiple 

intermediate nodes as they receive messages from multiple 

sources. In our scheme, we considered only a single sender 

and multiple receivers. When messages from the sender is 

signed and transferred, the signature of batches are verified by 

following  

Rbatch =  ∏ 𝑅𝑖𝑖
𝑗=1       (10) 

Θbatch =  ∑ Θi𝑖
𝑗=1      (11) 

hbatch  =  ∑ hi𝑖
𝑗=1      (12) 

 If    Rbatchê(P,P)hbatch =  ê(θbatch, Ss,Hx(N)P+Pb)  (13) 

than batch verified, otherwise batch is not verified. 

 

3.2  Energy consumption calculation during Signature 

verification 

The total time taken by the processor to complete the batch 

signature verification is linearly proportional to the energy 

utilized by the node. If the energy at a particular stage is 

reached to low or the buffer to hold bathes is not capable of 

holding incoming batches then the sender is informed to stop 

transmission until a further request from the receiver leads to 

data play out with tolerable delay but reduces loss of data. 

‘Ts’ is the size of the buffer ‘B’ to hold incoming packets at 

the mobile node. ‘As’  is the available space in the buffer ‘B’ 

to hold the incoming packets at the node. When signed 

batches arrive at the mobile node, the mobile node checks 

whether the available buffer space is sufficient to hold the 

incoming packets.   

As   =     ∑ 𝑓(𝑥)𝑛
𝑖=1      (14) 

F(x) = Check(B)     (15) 

‘Etotal‘ is the total energy utilized by the node, ‘Eidle‘ is the 

energy utilized before the start of signature verification and 

‘Eactive‘ is the energy utilized during batch signature 

verification. Generally, energy utilized by the node depends 

on the battery power consumed to process the application. 

Here energy utilized by the mobile node is calculated by the 

amount of power utilized at the mobile node for batch 

signature verification.  

Etotal= Eidle+ Eactive     (16) 

The energy consumption of receiving node receiving ‘Y’ 

batches of m bit data each is ‘E(Y)’. ‘Eunit‘ is the amount of 

energy consumed for the processing unit of data bit. ‘Eunit’   is 

calculated by the processing of 100 batches, each batch with 

10 packets of 1024 bytes. 

E(Y) = Y * m * Eunit    (17) 

 

4. PERFORMANCE EVALUATION 

In our proposed improved IBSA for mobile receivers, 

processor utilization for signature verification is calculated to 

check for energy consumed by the mobile receiver. 

 

Figure I.  Number of batches processed over time 

 

Fig. I shows the number of batches processed (signature is 

processed) by the processor over time. We evaluated both 

existing and proposed methodology for batch signature 

verification by the processor and the time taken to verify 

batches. Here time is measured in milliseconds, one 

processing cycle or processing unit is equal to one 

millisecond. One batch unit in the graph is equal to ten 

batches, 1 batch contains ten packets. At batch unit 1 

processing time is two milliseconds in the existing method. At 

batch unit two, three, and four processing time in our existing 

method and proposed is the same.  In certain situations 

processing time at the node is varied due to the size of the key 

or the processor delay, so in some batch signature verification 

processing time in both existing and proposed methods is the 

same. For this reason, we have evaluated the processing time 

batch unit's signature verification from one to fourteen. We 

have considered the average processing time is taken in batch 

unit signature verification than our proposed method takes 
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approximately 30% less processing time to verify batch 

signature when compared with the existing method. 

 

Figure II.  Energy quantum verses batches 

 

Fig II. Shows energy quantum utilized to process batches, one 

batch unit is equal to ten batches, and each batch contains ten 

packets. One energy quantum we considered as one millijoule 

Energy quantum utilized by the processor in existing and 

proposed method at batch units 1,2,3 is the same it's due to 

key size chosen or processor delay. From the batch unit from 

four to fourteen average quantum of energy utilized by the 

processor based on the processing time utilization is almost 

50% less when compared with the existing method for 

signature verification. 

 

5. CONCLUSION 

Results show the proposed method in this paper utilizes less 

energy quantum when compared to the IBSA scheme. 

Computation cost during the signature processing is also 

minimized. Processing time needed to verify the batch 

signature is also minimized. Loss of data due to buffer full is 

also addressed. The proposed method is well suited for mobile 

receivers in a multicast network which has low processing 

capability. 
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