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Abstract

The use of a data network in a control loop has gained increasing attentions in
recent years due to its cost effective and flexible applications. The major
challenges in this so-called Networked Control System (NCS) are the
network-induced delay and packet losses in the control loop. These challenges
degrade the NCS control performance and destabilize the system. A
significant emphasis has been on developing control methodologies to handle
these problems in NCS. This survey paper presents recent NCS control
techniques and also provides an overview on NCS structures and description
of network delays including characteristics and effects are also covered.

Keywords: Networked Control Systems (NCS}; Network Challenges — Delay
and Packet Losses; A Survey.

Introduction

During the past decades, the Networked Control System (NCS) in industry has made
great advances. The exchange of information by adapting communication network
with a closed control loop is called as Networked Control System. Due to the
advantages of high control utilization, simple installation and great flexibility and low
cost, NCS have been significantly attracted research communities with important
results for the updation of the literature. NCS faced challenges as networked induced
delay and packet dropouts which degrades and destabilized the system performance.
Numerous control methods such as fuzzy control, neural control, adaptive control,
nonlinear control and optimal control techniques and many more techniques are
discussed in this paper.



758 B Sharmila and Dr. N. Devarajan

NCS Configuration

There are two general NCS configurations as Direct and Hierarchical Structures. In
Hierarchical Structure approach Fig. 1 the plant is controlled by its own remote
controller at remote station. The central controller provides the set point to the plant
via remote controller and the sensor measurements of the system are sent from the
remote station to central controller. The set points and sensor measurements are
transmitted through network. This approach has a poor interaction between the central
and remote unit because of not transmitting the control signal from central controller.
The direct structure Fig. 2 approach uses the network for the direct transfer of the
control signal and the sensor measurements between a remote unit and a central
controller. The central controller is connected to the plant through an interface unit.
The control and analysis methodologies for the direct structure could also be applied
for the hierarchical structure by treating the remote closed-loop system as a pure
plant. In this case, the remote closed-loop system is represented by a state-space
model or a transfer function similar to the plant.
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Figure 1. NCS in the Hierarchical Structure.

Overview on networked control systems

A networked control system can be divided into the remote unit, the central controller
and the data network. In order to focus our discussion on the performance of
networked closed loop control system with network conditions (delay, data loss), a
networked control system plant has been illustrated. Fig. 1 shows the general block
diagram of the networked control system under investigation.

Remote Unit

The Remote Unit consists of the plant, sensor and an interfacing unit. Via the network
the remote unit can receive control signal from central controller and also send
measurements back to the central controller.
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Figure 2. NCS in the Direct Structure.

Central Controller

The central controller will provide the control signal uc(t) to the remote systems as in
Fig. 3. The central controller will monitor the network conditions of the remote unit
link and provide appropriate control signals to the remote unit. Similarly the output
responses are taken as feedback signal ygr(t) to the central controller. The controller
will compensate the network-induced delays, data losses and external disturbances.
The data losses and disturbances occur due to missing or disturbances in input
reference signal, control signal and feedback signal.
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Figure 3. General NCS configuration and network delays for NCS formulations.

Data Networks

There are different ways to define network conditions for point-to-point configuration
(from the central control to a specific remote unit and vice versa). Two of the most
popular network measures are the point-to-point network throughput, maximal delay
bound of the largest data and the sampling time. At each time instant, the packet in the
network contains either the plant information to the controller or control signal to
plant. In the network, network-induced delay and packet dropout occur. Once the
packet is delayed in the network, then packet dropout automatically occurs in the
system. To keep the illustration simple, the remote unit receives the data sent from the
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central controller as ugr(t), which can be mathematically expressed as
Ug (1) = Uc (t —75) (1)

where tr IS the time delay to transmit the control signal uc(t) from the central
controller to the remote unit. The remote unit also sends the sensors signals ygr(t) of
the remote system back to the central controller yc(t), and these two signals are
related a

Ye (t) = Yr (t _Tc) (2)

where 1¢ is the time delay to transmit the measured signal from the remote unit to the
central controller. The functions of network variables such as the packet dropouts,
network throughput, the network management/policy used, the type and number of
signals to be transmitted, the network protocol used, and the controller processing
time, and the network traffic congestion condition are taken as the current network
conditions n(t) and let z* be a time delay operator which defines the signals as

Ug (t) =u, (7, n(t)) (3)
Yo () = Ve (z7%,n(t)) 4)

There are also processing delays as tpc and tpg, at the central and remote unit,
respectively which could be approximate small constants or even neglected because
these delays are usually small compared to tc and tg.

Control Techniques — a survey

In [1] - [2] a detailed survey of the state of the art of NCS are provided. The
important problems of the real time data mining that are associated with large scale,
the spatially distributed arrays of RF networked sensors, the real time data fission for
heterogeneous and distributed arrays of sensors and distributed control and the
communication for peer to peer network to manage device node drop-outs and
network reconfiguration strategies among others are discussed. In [3] a NCS model
containing a clock driven sensors and event-driven controller and actuators are
studied with comparison of both timings. The relationship between the sampling rate
and network induced delay were analyzed using stability region plot and using hybrid
systems technique the NCS stability was analyzed.

Fuzzy Modulated PID controller are discussed in [4], [8], [10] and [12]. [4]
proposes the use of the fuzzy logic concept to modulate the system control gain of the
Pl controller for compensating the time delay problems in the network based
controlled dc motor. For the compensation and improvement in the performance of
the PI control under difference network delays & bandwidth the author has introduced
a parameter [ to the existing PI controllers control signal such that new control signal
will be provided by the central controller. (where B is a nonlinear function that
discrete the input /output relation of the fuzzy compensator)

PID controller was used in [5] - [6]. In [5] PID controller was used for networked
DC motor control with network-induced delay. And in [6] NCS for motor speed
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control was implemented by using a Profibus —DP Network for the performance
evaluation and also the author proposed a modified traditional design method for PID
controller to minimize the effects of network delays on the system. Ziegler — Nichols
method & Cohen Coon method were used to design the PID controllers with network
and without network are compared in terms of maximum overshoots and settling time.

The survey on control methodologies for NCS was provided in [8] and [53]. In [8]
the author provided a survey on the control methodologies for networked induced
delays as augumented deterministic discrete time model methodology, queuing
method, optimal stochastic control method, perturbation method, sampling time
scheduling method, robust control method, fuzzy logic modulation, event based
method and end user control adaptation method for a closed loop control system over
a data network with different applications and the paper also provided the NCS
configuration, network delay characteristics and effects due to network delays.

Tipsuwan and Chow in [9] presented a gain scheduling approach for network
traffic condition and enhanced the existing P1 controllers for using over IP network. In
part | [11] a partial adaptation scheme to tune the consequent parameters for the fuzzy
logic modulator was presented and numerical simulation of a network-based
controlled DC motor is used to illustrate the effectiveness of the proposed scheme
over a direct PI controller parameter tuning. And in part 11 [10] the full adaptive fuzzy
modulation (AFM), where both consequent parameters and membership functions
parameters are tuned adaptively for further improvement in the performance of the
system.

Yong-Can Cao and Wei-dong Zhang [12] presented the classic PID controller for
network delays in Networked Control Systems by adding the modified fuzzy
controller which can dynamically adapt the change of delays because of the
adaptation of the fuzzy logic. [7], [13] - [14], [20], [23], [37] - [38], [56] - [58]
introduces fuzzy logic controller in control system. In [7] Remote Fuzzy Logic
Control for servo motor control via Profibus-DP was proposed and compared it with
the PID controller for compensation of network-induced delays. A self tuning Fuzzy
Controller with first and second level controllers was designed [14] by the author to
control a NCS with the presence of delay and packet losses. [13], [23] and [58] used
Takagi-Sugeno (T-S) based fuzzy model in NCS for network induced delays and data
packet loss challenges. The fuzzy Hoo control scheme [20] for a class of NCS for both
network-induced delay and packet dropout via the Fuzzy Estimator has been proposed
via limited sampling information. The Hoo T-S fuzzy control problem for systems
with repeated scalar nonlinearities and random packet losses was investigated in [38]
and in [37] T-S fuzzy model was used to model the nonlinear plant, and the
communication link failure was modeled via a stochastic variable satisfying the
Bernoulli random binary distribution.

In [15] the authors designed in the presence of random packet losses with an
observer based feedback controller which robustly exponentially stabilizes the
networked system in the sense of mean square and also achieved the prescribed Hoo
disturbance-rejection-attenuation level. The controller design problem was solvable
by making Linear Matrix Inequalities (LMI) feasible. Gao and Chen in [16] used a
robust Hoo filter design case having degrees of conservativeness and computational
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complexity for illustrating the network having limited communication capacity as
measurement quantization, signal transmission delay, and data packet dropout. A LMI
based conditions was formulated for the existence of admissible filter which ensured
the filtering error systems to be asymptotically stable with the prescribed Hoo
disturbance attenuation level.

In [17] the author explains point to point architecture of control system SCADA
and DCS network and finally the mixed open loop/closed loop control developed a
feedback controller for the Networked Control System to face the performance of
packet delays, packet losses and limited bandwidth. The authors in [18] presented for
all possible missing observations and all admissible parameter uncertainties, the
robust Hoo controller with feasible linear matrix inequalities, which guarantees that
the controlled output satisfies the Hoo performance constraints closed loop system is
asymptotically mean square stable. The Predictive Observer Memoryless Output
feedback controller and output feedback controller [19] was designed for Networked
Control System for both network-induced delay and packet losses. The stability
conditions are derived via both network-condition-dependent Lyapunov function and
common quadric Lyapunov function. Based on the stability conditions corresponding
controller design problems were analyzed for two discrete time models with lifting
techniques into NCS. The networked induction motor model with network time delay
was considered in [21] and the sufficient condition for asymptotical stability and state
feedback control algorithm was obtained by employing Lyapunov function and LMI
theory. Similarly [22] used Lyapunov function for stability analysis in a class of
networked linear control system with stochastic input delay.

[24] - [28] the optimization technique called Particle Swarm Optimization (PSO)
based PID controllers are studied for various applications. A novel PSO [24] based
method was proposed for determining the optimal PID controller parameters, for
speed control of a linear brushless DC motor. An Intelligent controller for DC motor
drive is designed using PSO method [25] for formative the optimal PID controller
tuning parameters. In [26] using PSO the optimal PID controller parameters of an
Automatic Voltage Regulator (AVR) system was proposed. Using PSO algorithm to
minimize a cost function subject to Hoo norm to design robust performance PID
controller for fighter aircraft system was proposed in [27]. And in [28] a new PID
tuning algorithm was proposed by the evolutionary programming, genetic algorithm
and PSO technique to improve the performance of the PID controller in armature
control DC motor.

Optimal integral state feedback control with genetic algorithm and kalman filter
was proposed [29] for speed and position of DC motor. Performance degradation of
networked control system by introducing random delays was addressed in [30] by
deriving adaptive predictive functional control algorithm and by applying the concept
of predictive functional control to a discrete state space model with variable delay.
Bacterial foraging technique [31] was adapted to guide the search on the optimal
parameters of PID controller in the parameters search space for automatic tuning of a
PID controller for a UAV.

Xingwen Liu, and et. al. [32] analyzed the stability problem of continuous time
positive systems with time varying delays. It is shown that such a system is
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asymptotically stable for any continuous delay if and only if the sum of all the system
matrices is a Hurwitz matrix. The result is a time varying version of the widely known
asymptotic stability criterion for control delay positive systems.

Wen & Li Yu [33] studied the stabilization problem for sampled data control
systems with control inputs missing. The data missing rate and admissible data
missing rate bound relations provide guidelines for the design of sampled data control
systems with control inputs missing. Miroslav Krstic [24] established a time varying
Lyapunov functional for the closed loop system for exponential stability. The
Lyapunov functions using a back stepping transformation with time varying kernels
and transforming the actuator state into a transport partial differential equation with a
convection speed coefficient that varies with both space and time was constructed in
order to study the stability under time varying input delay as compared to the results
for constant input delays.

An estimation method [35] was proposed to compensate the packet dropout.
Subsequently, a discrete time integral sliding surface involving dropout probability is
introduced and sliding mode controller is designed for the existence of dropout of data
packet in communication network in a feedback loop. In [36] the networked
synchronization control problem for the coupled dynamic networks has been
considered and a new closed loop dynamic error system with markovian jump
parameters and interval time varying delays was constructed. Using Kronecker
product and the stochastic Lyapunov stability theory, a delay depended stochastic
stability criterion for the closed loop coupled dynamic error system has been derived
in terms of linear matrix inequality which guarantees that the coupled dynamic
network systems are stochastically synchronized.

In [39] the author presented a new model for NCS which involves communication
constraints, varying transmission intervals and varying transmission delays based on
Lyapunov, and explicit bound on the maximum allowable transmission interval and
the maximum allowable delay which guarantee stability of NCS. The Nesic and Teel
[41] presented an approach for stability analysis of NCS that decouples the scheduling
protocol from properties of network free nominal closed-loop system. [42] extends
[41] by stochastic deterministic protocols in the presence of random packet dropouts
and inter transmission time. And they also proposed wireless scheduling protocol for
non-linear NCS in [45]. The networked predictive control scheme for forward and
feedback channels having random network delay was proposed in [43], and [44]
addresses the problems of how uncertain delays are smaller than one sampling period
which affects the stability of the NCS and also how these delays interact with
maximum allowable transfer interval and the selected sampling period. Robust
feedback controller design for NCS with uncertainty and the network induced delay
has been addressed in [46] - [47], whereas [48] handled networked induction motor
speed control by using linear matrix n equality (LMI) method. [40] measured the
networked vehicle control performance using an H infinity norm with linear matrix
inequalities conditions and markovian jumping parameters in communication losses.
In case of time varying transmission model based NCSs has been proposed for
stabilization problem.
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The issues of limited bandwidth, time delay and data dropouts was taken into
consideration when NCSs controllers were designed in [50] — [53]. A moving horizon
method was applied as a quantized NCS in a practical context [50].

Conclusion

Networks and their applications play a promising role for real-time high performance
networked control in industrial applications. The major concern which affects the
performance of the networked control systems are the network induced delays and
data losses. This paper describes various techniques to compensate the challenges
described by different authors. The networked control system performance depends
on the control algorithm and the network conditions with their applications.
Depending upon the control algorithm and network conditions the overall
performance of the networked system may vary and hence the stability of the system.
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