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Abstract 
 

In this article, we briefly discussed about different algorithms on Elliptic 
Curve Cryptography, which is based on Montgomery operation such as 
register file management allocation. A new technique of register file allocation 
system is developed and compared with the existing system. Furthermore, a 
new approach is introduced to allocate the register with least level of steps. 
This level reduction is used to increase the performance of the algorithm as 
well as to improve the execution level. These least utilization of registers also 
provides the same level of output. This paper presents an improved File 
Register Management for Montgomery Algorithm. The first important 
contribution lies in the reduction of steps to increase the performance. The 
second contribution is to increase the level of File Register Management that 
will help to reallocate the registers. As a result this architecture level achieves 
a great performance to register allocation and their feat reflected in the File 
Management Architecture. 
 
Keywords: Montgomery Algorithm, Elliptic Curve Cryptography, File 
Register Management, File Allocation. 

 
 
Introduction 
In this article, a reconfigurable cryptographic implementation register file has been 
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efficiently compared with two algorithms namely Montgomery and Modified 
Montgomery (MM) for elliptic curve operations, such as multiplication, addition and 
doubling. Elliptic curve is one of the strongest public-key cryptosystem, which is 
generally used for authentication protocols. The performance of such cryptosystems is 
primarily determined by the implementation efficiency of the modular multiplication 
and exponentiation. For performance as well as for physical security reasons, it is 
often advantageous to recognize them by using hardware. Hardware implementations 
of Elliptic curve cryptosystems are widely studied as in [2]–[4]. Most proposed 
implementations of Elliptic curve systems are based on Montgomery modular 
algorithm. There have been various proposals for systolic array architectures for 
modular multiplication [2]–[4] and an enhancement during execution time was also 
found when implementing dedicated units instead of configurations in ALU. 
 
 
Organization of this paper 
The rest of this paper is structured as follows. In Section 2, we recall the basic of the 
Elliptic curve cryptosystems and Montgomery Algorithm. In Section 3, the model 
approach is presented to performance of operation. In Section 4, we propose a modify 
Montgomery algorithm, and then we discuss its security and implementation 
properties. In Section 5, we turn our attention on power analysis problem challenges. 
In Section 6, we make concluding remarks. 
 
 
Background 
Montgomery algorithm developed a very efficient technique to compute in the group 
associated to an elliptic curve over a non-binary finite field G(Fq), in which prime 
field is F(p).The Montgomery algorithm proves useful for point compression in ECC. 
More precisely, instead of sending a point as part of some cryptographic protocol. 
There are variety of ways to perform the Elliptic Curve based Montgomery 
operations. Our aim, in this article is to give a crystal clear view of its operations and 
functions. The operations may be classified as Montgomery addition, Montgomery 
multiplication and Montgomery doubling. A number of Montgomery multiplier, have 
been suggested [12, 13, 14] and their hardware architectures are designed to deal with 
a specific maximum number of registers. However, when the computer processing 
power increases, it provides the same effective security level. Then the cryptosystem 
will verify the level of register management to be equalized. 
 
 
Diagram of operations 
In this article, we present a single, modified version of file management algorithm, 
which is suitable for both hardware and software implementations. 
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Figure 1: Performance of operations. 
 
 
Side Channel Attacks 
In recent years, cryptosystems have come under harass from various forms of side 
channel attacks. Kocher et al[4].discovered that cryptosystem implementation leak 
information which can help an attacker to access secret data. One such technique for 
retrieving secret information is SPA. SPA involves monitoring the power 
consumption of cryptographic algorithms in single execution. 
 When a cryptographic algorithm is actually implemented, its weakness can be 
induced with some unanticipated ways. The attackers can track these weaknesses to 
circumvent the security of the underlying algorithms. These kind of attacks are 
referred and reviewed by Kelsey[9], as so called side channel attacks. 
• Active attack 
• Passive attack 

 
 
How to analyze the power consumption 
 Normally, the applications are viewed as tamper- resistant hardware. All side channel 
attacks power analysis, exploits the power consumption of a cryptographic system and 
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it can be carried out easily. These attacks are very effective in breaking the 
cryptographic algorithms. In the literature review, many designs consider the face of 
the ECC over prime fields [14].While the power consumption will be higher, the 
calculation time and the total concern consumption per ECC operations will be lower. 
Each and every instruction has a different power consumption value therefore it is 
possible to return the sequence of instruction during the algorithm execution. It is 
used to describe the leakage of intended information from a supported device, when 
implementing the cryptographic algorithm. 
 
 
Nature of Montgomery Algorithm 
ECC calculations in prime fields GF(p) are based on Galois Field. It consists of 
addition, multiplication and doubling, these operations must be preformed modulo a 
prime number. Montgomery multiplication is a common operation in many public key 
cryptographic algorithms including elliptic curve cryptosystems GF(p).Lopez-dahab’s 
Montgomery scalar multiplication algorithm, which uses a projective co-ordinates 
system in which projective system [1] is used. 
 
Montgomery Adding algorithm 
Algorithm 1. 
Step1. T2  X1 + X2  
Step 2. T2 (T2 )2 
Step 3. T1 X1 × X2  
Step 4. X1  x  
Step 5. X1  T2 × X1  
Step 6. X1  X1 + T1  
 
Design for the Montgomery Algorithm 

 

 
 

Figure 2: Initial level of Design. 
 
 

 The following two step can be explained through the hardware design. The inputs 
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are X1, X2 for the both multiplier and adder. After the Multiplier the output (T2) can 
be extracted by the Square concept. 

 

 
 

Figure 3: Second Level of Design. 
 
 
 After completing the level 1 design, the second level extracted by the level 1 
design’s output that is (T2)2 .After getting the result from the level one, it interacted to 
the input again X1(x), which is given by the user . After that process that the resulting 
value will be stored in X1. 

 

 
 

Figure 4: Final Designing Section for Montgomery Algorithm. 
 
 

 The final level. The latest X1 value is interacted with the adder with T1. 
 
A Register File Management 
Circular Shift Register File Architecture 
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Table 1: Register File Management for Adding Algorithm. 
 

Steps Field Operation Reg 1 Reg 2 Reg 3 Reg 4 Reg 5 Reg6 
1 Initial   X1 X2 Z    
2 Shift   X1 X2 Z   
3 Copy  X1 X1 X2 Z   
4 Add T2 x1+x2 T2 X1 X2 Z   
5 Shift   T2 X1 X2 Z  
6 Copy  T2 T2 X1 X2 Z  
7 Shift   T2 T2 X1 X2 Z 
8 Multiply T2 T22 T2   X1 X2 Z 
9 Shift*4   X1 X2 Z T2  
10 Multiply T1 X1xX2 T1  X2 Z T2  
11 Switch   T1 X2 Z T2  
12 Load x X1 x X1 T1 X2 Z T2  
1 Shift* 2  T2  X1 T1 X2 Z 
14 Switch   T2 X1 T1 X2 Z 
15 Multiply X1 T2xX1 X1 T2  T1 X2 Z 
16 Switch  T2 X1  T1 X2 Z 
17 Shift*5  X1  T1 X2 Z T2 
18 Add  X1 X1+T1 X1  T1 X2 Z T2 

 
 
 Our proposed design of Montgomery Addition algorithm’s implementation table 
shows six level register used for making two operations. This 6 level register concept 
is already done in[4]. But in our approach same level of registers are used in 
calculation part and there is a reduction in implementation steps shown in Fig  

 

 
 

Figure 5: The Modified Design for Montgomery Algorithm. 
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Overall System Architecture 
 

 
 

Figure 6: Overall System Architecture [1]. 
 
 
 In this design, all the operations are performed by using the numbers in the 
Montgomery domain. Montgomery multiplication, which is faster that n, the ordinary 
modular multiplication and leads to much smaller hardware utilization. The design is 
based on the affine representation of the curve points. This simplifies the design and 
reduces the necessary storage elements to the minimal of two register for a curve 
point and leads to lower power consumption. 
 
 
Allocation and Implementation of Register File Management for 
Montgomery Algorithm 
Modified algorithm 
 
Algorithm 2 
Initially declare T1  X1.Z2,T2 Z1.X2 
Registers X1,Z2,X2,Z1,T1,T2,M,N 
Step 1: M T1+T2 
Step 2:Z1 M2 
Step 3: N T1.T2 
Step 4: M x.Z2 
Step 5:X1 M+N 
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Table 2: Register File Management for Modified Adding Algorithm. 
 

Steps Field Operation Reg 1 Reg 2 Reg 3 Reg 4 Reg 5 Reg6 
1 Initial   X1 X2 Z    
2 Shift   X1 X2 Z   
3 copy  X1 X1 X2 Z   
4 Add T2  X1+ X2 T2 X1 X2 Z   
5 shift   T2 X1 X2 Z  
6 copy  T2 T2 X1 X2 Z  
7 Shift   T2 T2 X1 X2 Z 
8  T2  T22 T2   X1 X2 Z 
9 Shift*4   X1 X2 Z T2  
10  T1  X1x X2 T1  X2 Z T2  
11 Shift  T2  T1  X2 Z 
12 swap   T2 T1  X2 Z 
13  X1 x. T2 X2 T2 T1  X2 Z 
14 Shift   X1 T2 T1 X2 Z 
15 swap  X1  T2 T1 X2 z 
16  X1 X+ T2 X1  T1 T2 X2 z 

 
 
Discussion &Conclusion 
The comparison of important properties with the referenced Register file management 
on Montgomery algorithm is summarized in Table 1. And the proposed Register file 
management on modified Montgomery algorithm is explained. Compared with the 
known output, the proposed algorithm was more suitable for the real applications. 
Optimistically, our comparative study results will encourage the further researchers 
on this worth full topic. 
 We have proposed a new Montgomery register file management and a step by step 
execution of the file management that implements the Montgomery cryptographic 
algorithms in a efficient manner.It has been shown that the register file is used to 
complete the encryption process through assigning spaces. The new proposed file 
register management is faster and level of register is also decreased than the previous 
Montgomery file management architecture.  
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