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Abstract

A novel symmetric cryptography technique based on algorithm hopping is
proposed in this paper. Traditional cryptography algorithms use a single
encryption algorithm to encrypt the entire plain test. The proposed
cryptographic system applies different encryption algorithm to encrypt
different parts of plaintext. The strength of this cryptography is in hiding the
internal parameters of the Cryptography. The parameters hidden are the actual
encrypting algorithm that will be used to encrypt the next part of plain text,
and the size of the next part that will be encrypted. The method used to
determine the hidden parameters uses a pseudorandom number. This
pseudorandom selection of the next encrypting algorithm is similar to the
technique of Frequency Hopping Spread Spectrum which selects the next
hopping frequency pseudo-randomly. This pseudorandom number is pre
agreed sequence which functions as the private key in the context of
cryptography. The proposed method can be applied to several of encryption
algorithms. To evaluate the proposed system, a pool of non-exhaustive
Boolean functions is chosen as encryption algorithm. In this case, the
pseudorandom number determines the next Boolean function that will encrypt
the next part of the plain text, and the second parameter. One of the primary
advantages of choosing Boolean functions is that, it can be implemented using
Binary Decision Diagrams (in software) and Field Programmable Gate Arrays
or Application Specific Integrated Circuits (in hardware). Since these Boolean
functions are implemented using logic gates, the encryption and decryption
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speed will be much high compared to traditional encryption algorithms that
use intense decimal number system calculations. In future, this algorithm
hopping cryptography can also be extended as asymmetric cryptography to
support public keys.

Keywords: Binary Decision Diagrams, Field Programmable Gate Arrays,
Frequency Hopping, Symmetric Cryptography

I. INTRODUCTION

Cryptography is the process of transforming the data (plain text) into cipher text
(encrypted text) using several available encryption standards and performing the vice
versa in the receiver [1]. There are several well established encryption techniques.
Famous among them are the symmetric key encryption techniques [1, 2].

The frequency hopping spread spectrum technique is used to provide secure mobile
communication system by pseudo-randomly selecting the next frequency in which the
wireless communication will occur [3, 4]. This pseudorandom sequence is agreed
between the sender and receiver before the start of the communication [3, 4].

Binary decision diagrams (BDD) are pictorial representation of Boolean functions [5].
BDD is a binary tree data structure to represent Boolean functions [5]. Out of several
packages available to implement BDD, one of famous is Colorado University
Decision Diagram (CUDD) [6] which uses C interface. BDDs properties have been
analyzed and there are several techniques to optimize the performance BDDs [7, 8, 9,
10, 11].

BDDs can be realized using Field Programmable Gate Array (FPGA) or Complex
Programming Logic Devices (CPLD). C language can be used to transform the BDD
to FPGA circuit [12].

The symmetric encryption can be implemented in software (JavaScript) [13] and in
hardware (Application Specific Integrated Circuit — ASIC) [14]. There are concrete
techniques [15] to evaluate the performance of symmetric encryption.

This paper proposes a symmetric encryption scheme that applies the concept of
frequency hopping, to hop among the encryption techniques that encrypt different
parts of the plain text. Section two of the paper describes the proposed system.
Section three chooses Boolean function as encryption algorithms (As an example) and
explains how the proposed system can be developed using the chosen Boolean
function. Section four of the paper provides information about implementation details
of the proposed system in Hardware and Software. Section five is about the
advantages, applications and future work. Finally conclusion section concludes the

paper.
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I1. PROPOSED SYSTEM - ALGORITHM HOPPING

Fig. 1 illustrates proposed algorithm hopping technique. Initially a pseudorandom
number sequence (Private Key) is decided between the sender and receiver. This
pseudorandom number sequence (24, 87, 54, 19, 72...) is shown in the left side of
Fig. 1. The plain text is in the top of Fig.1. The method assumes that there are 20
encryption algorithms in the pool. Initially 24 (first number in sequence) bits of the
plain text are taken and are encrypted using algorithm 7 (87 MOD 20), where 87 is
the second number in sequence and 20 is the number of algorithms in the pool. This
procedure is repeated for next 54 (third number in sequence) using algorithm 19
(which is 19 [fourth number in sequence] MOD 20). The encrypted chunks of data are
combined together to form the cipher text shown in the bottom of Fig. 1. The
algorithm used to encrypt the chunks of data are hopping pseudo-random, hence the
name algorithm hopping. The decryption process in the receiver uses the same pseudo
number sequence to decrypt the cipher text using the corresponding decryption
algorithm.
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Fig. 1. Proposed Algorithm Hopping Symmetric Cryptography
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I11. BOOEAN FUNCTIONS AS ENCRYPTION ALGORITHM

The method in Fig. 1 is explained further by selecting Boolean functions as
encryption algorithm. A pool of Boolean functions with different number of input is
selected. Each of the Boolean function should have same number of inputs and
outputs, so that it is bijective and there is equal number of encrypted bits for
corresponding number of plain text bits. As an example, the truth table of bijective
Boolean function with four inputs and four outputs is given in Table 1. The truth table
in Table 1 is a one to one mapping between all the 16 combinations. The practical
Boolean functions to perform the encryption will have many inputs and equal number
of outputs.

The proposed hopping system takes first 24 bits of the plain text and encrypts using
Boolean function 7, which produces 24 encrypted bits. Next 54 bits are encrypted
using Boolean function 19, which again produces 54 bits and so on. The encrypted
bits are then combined to form the cipher text which is transmitted to the receiver.
Since the receiver knows the pseudorandom sequence and the Boolean function
inverses, it can decrypt the cipher text. Though the encryption algorithms of Boolean
functions are primitive, the mix with the hopping makes this method more secure.

IV.IMPLEMENTATION DETAILS

All of the cryptographic algorithms in literature are implemented and practiced. The
proposed system with Boolean function as encryption/decryption algorithm (For
example) can be implemented in C by building the BDD for Boolean function using
CUDD [6]. The BDD built can be optimized using [7, 8, 9, 10, 11]. The optimized
BDD can be converted to bit file and loaded in FPGA [12] and can be extended to
ASIC [14].

V. ADVANTAGES, APPLICATIONS AND FUTURE WORK

[15] Provide methods to evaluate the performance of symmetric cryptographic
algorithms. Since our implementation of the encryption algorithm is using simple
Boolean functions, their realizations will be just logic gates. Hence the operation to
perform encryption will be faster (in switching level) compared to other encryption
schemes which rely upon intense decimal number operations.

The proposed encryption algorithm can be used in any system that needs security.
One of the typical applications is [16].

The proposed system can be extended to asymmetric cryptography by adopting
standard techniques [1]. Once applied, then it can be used by distributing the public
key and need not worry about the safety in distributing the private key. This paper has
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been successful publication in a conference [17].

Table 1: A Bijective Boolean Function

BOOLEAN FUNCTION

INPUTS OUTPUTS
I I i v I I Il v
0 0 0 0 0 1 0 0
0 0 0 1 0 0 1
0 0 1 0 1 0 0 1
0 0 1 1 1 1 0 0
0 1 0 0 0 1 1 0
0 1 0 1 1 1 1 0
0 1 1 0 0 0 1 1
0 1 1 1 1 0 1 1
1 0 0 0 1 1 1 1
1 0 0 1 0 0 0 0
1 0 1 0 1 0 0 0
1 0 1 1 0 1 1 1
1 1 0 0 1 1 0 1
1 1 0 1 1 0 1 0
1 1 1 0 0 0 0 1
1 1 1 1 0 1 0 1

CONCLUSION

A novel algorithm hopping technique, for symmetric cryptography was introduced in
this paper. The technique uses the concept of frequency hopping by using hopping
pseudorandom sequence as private key to hop encryption algorithms. The technique
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along with a Boolean function (as encryption algorithm) and implementation details
was explained. The information provided with supporting details in section five
proves that the proposed technique is efficient.
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