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Abstract

User authentication is one of the fundamental procedures to ensure secure

communication and to share resources over an insecure public network

channel. For this a simple and efficient authentication mechanism is required

for securing a network system in the real environment. In general, a password-

based authentication mechanism provides the basic capability to prevent

unauthorized access. Instead of using the password file as conventional
authentication systems, many researchers have tried to implement various one-
time password schemes using smart cards, time-synchronized token or short

message service. This helps to reduce the risk of tampering and maintenance
cost. However these schemes are impractica because of the far from
ubiquitous hardware devices or the infrastructure requirements. To remedy
these weaknesses, the use of the QR (Quick Response) code technique can be

introduced into one-time password authentication protocol. For every session,

a different QR image appears on the web site by constructing the QR for the

Hash Vaue of a Random Number, Date and Time of the access of Server, all

combined. The Hash value will be unique and hence works like a One-Time
Pad. Using out of Band (OOB) channel, the second level authentication

happens from Mobile Scanning App for QR and using Internet/ GPRS channel

the server is reached from Mobile for authentication. QR code not only

eliminates the usage of the password verification table, but also is a cost
effective solution since most Internet users already have mobile phones. For
this reason, instead of carrying around a separate hardware token for each

security domain, the mobile phone makes our approach more practica and

convenient.

Keywords— Quick Response (QR) code, Out of Band (OOB), IMEI

(International Mobile Station Equipment Identity), IMSI (International Mobile
Subscriber Identity), TRNG (True Random Number Generator), AES

(Advanced Encryption Standard).
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Introduction

With the number of people using smart phones increasing, more people are connected
to the internet through mobile devices. The amount of money being transferred
electronically has grown with the explosive growth of the dot com businesses. In a
number of places a user has to be authorised securely for monetary, legal, social and
medical services. In the age of Ubiquitous computing enabled by Internet of Things
technology and Cloud computing technology, breach in cyber security can have
serious impacts on the real world. The identity assurance isimplemented by checking
for one or more of the following three factors: Proof of knowledge; Proof of
Possession; Proof of characteristics. Single level knowledge based authentication
techniques that check for one of the above mentioned factors are the most popular and
have been proven to be insecure and have led to security breaches. In areas where
security is of prime concern, second level or multi-level authentication systems
becomes mandatory.

Second Level Authentication

Authentication is the act of confirming the truth of an attribute of a datum or entity.
Authentication in its most basic form is implemented in the form of user-names and
associated passwords which is the most commonly seen method to confirm a person’s
identity on the Internet. However, a single set of values is not 100% safe and so
people are looking for methods to make the authentication technique foolproof. As a
result, second level authentication techniques have been developed to increase the
security of accounts on the Internet [1].

Multi-factor authentication (also Two-factor authentication, TFA, T-FA or 2FA)
is an approach to authentication which requires the presentation of two or more of the
three authentication factors. a knowledge factor ("something the user knows'), a
possession factor ("something the user has'), and an inherence factor ("something the
user is') [2].

Two-factor authentication seeks to decrease the probability that the requester is
presenting false evidence of his’her identity. So, for authentication the user needs to
submit a set of values that the he/she knows (such as the username and password) or
produce something he/she possesses (such as a token or smartcard) or something that
he/she is (biometric information such as fingerprint or retina scan).

Existing systems and drawbacks:

The most popular way of providing a second level authentication is by checking for
proof of knowledge and for proof of possession. Though checking for proof of
characteristics through biometric authentication [8] provides greater security the cost
of implementation is too high.

The most popular technology is to provide user with tokens which generate one
time password based on a mathematical problem or a crypto function or by random
number generation. Time synchronization between client and server is ensured and
the challenge is that the password is generated by a dynamic nondeterministic system.
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The password is delivered to the client by hardware or software token.

The issue with the current system is that if the token is lost, the recovery is
difficult. Requiring the user to carry additional hardware decreases the suitability of
the system.

Another popular technology is SMS based one-time password where the client
provides a phone number at registration time to which the service provider sends a
One Time Password (OTP) over SMS when the user logs in. When received by the
user on the phone, the client then enters it on the PC interface. By verifying the
presented OTP, the server can be confident that the user is indeed the owner of the
phone and therefore the account holder. Another variation to this is where the server
creates a one time phone number and presents it to the user through the PC-channel.
The user then calls this number from a phone with a previously registered number.
The server, by verifying that the call came from a registered number, can be confident
that the user is the account holder.

SMS (Short Message Service) or telephone based methods are vulnerable to atype
of attack known as the man-in-the-middle attack because of the physical disconnect
between the authorised device and the authentication entity.

One of the latest developments in the industry, which is of immense interest to the
developers of security techniques, is the use of QR codes in many web applications.
The basic concept behind QR codes is the barcode, and has been in use in the industry
since the 1970s. QR codes in their present form were developed in the recent past,
when they were and are still being used in production control of automotive parts in
Japan and Korea.

A quick response (QR) code is a two dimensional barcode that can be read on
devices such as a mobile phone with camera or a laptop computer which, once
accessed, alows you to complete an action such as reading some text, accessing a
web site or texting a number. Mobile phone interprets the QR codes using a decoding
software.

These QR codes are increasingly found in places such as product labels,
billboards, and buildings, inviting passers-by to pull out their mobile phones.

The two main advantages of QR codes are

e They can hold large amounts of data (upto 4KB) as compared to bar codes

which can hold only upto 20 numerical digits.

e QR codesarefreeto generate and read.

How QR Works

Data can be trandated into a QR code by any QR generator, many of which are
available for free online. Users enter the data to be trandated and the generator
produces the code, which can then be displayed electronically or in printed format.
Any mobile camera phone that has a QR reader can decode the information. QR
readers for camera phones are also available for free online. Once the software is
loaded, a user points the cell phone camera at the code and scans it. The software
interprets the code and the cell phone either displays the text or ask to launch a
browser to display the specific web page [4].Figure 1 illustrates an example of a QR
Code.
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Figure 1. Example of a QR code.

Proposed system:

The user logs in or registers into a website. Now the user is required to open an
application on a smart phone which is protected by a pin number and scan the one
time QR code that is displayed using the phone's primary camera. The application
then communicates with the server through an out of band channel and provides a
proof of possession of the device. Here the user acts as the conduit between the
authorised device and the authentication entity.

A new user is asked to register with the website. Theuser is asked to enter login
credentials including phone's IMEI and IMSI numbers and logs in with registered
credentials. The mobile application is then installed into the user’s mobile. Once the
mobile application is installed in the user’s mobile, the mobile is registered with the
server. The user has to choose a pin for further mobile authentication. Now mobile
unique ID gets added to list of devices for the user account. From now onwards when
the user enters the credentials in the browser, a QR code is displayed. The QR code is
scanned and the mobile application PIN is entered when prompted. If the QR and PIN
are valid, the user is successfully logged in. Figure 2 illustrates how Second level
authentication is achieved using QR codes.

Enter Credentials Enter Pin Login Successful

User Name: Login
Password: Successful
R
STEP-1

Figure 2. Second level authentication using QR codes.

Generation of Secure QR code:
A physical random number generator [3] can be based on an essentialy random
atomic or subatomic physical phenomenon whose unpredictability can be traced to the
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laws of quantum mechanics. Sources of entropy include radioactive decay, thermal
noise, shot noise, avalanche noise in Zener diodes, clock drift, the timing of actua
movements of a hard disk read/write head and radio noise.

We consider the threshold noise in electronic circuits [4]. The noise is amplified
and sampled. The numeric string is divided into sequences of 512 bits each. Each of
this 512 bit number undergoes a Diehard test which checks for the randomness of the
number. All those numbers that pass the Diehard test are stored as a bank of true
random numbers in the server. These 512 bit numbers are used in generation of QR
codes. An image of the 512 bit number is generated. Using the concept of image
cryptography two shares of the same image is generated [5] [6]. Share 1 iskept in the
server, whereas the share 2 image is used to generate the QR code (A QR code
generator is used to generate the QR). This QR is then scanned using the mobile
application installed in the user’ s phone [7]. Once it’s scanned, the application returns
the share 2 image back to the server aong with the date, time IMEI and IMSI
numbers through an Out Of Band (OOB) channel. Share 1 and share 2 images are
overlapped and the noise from the image is removed and then the combined image is
compared with the original image of the random number. If both the images match
perfectly the user securely logs in. Each random number is used for a single session
and discarded after that session. Replying to the Server through the OOB prevents
man in the middle attacks. Figure 3illustrates the various steps on how the shares of a
secure QR is created and overlapped.

512 Bit Unique ID : 6F124A08BB3BD3F61E51D244A269F511C7A66ASDAF7990AES3B232EBES7B72FEFCC26EGDTFERS43C31D8549350983774861F
27DBFA3756F582FCBA0B09EB0DA3

Generated ITaGE: 611 3AAOSBB3BD3F61BS1D244A269F911CTAGGASDAR1990AES3B232E8E9TB72FE

FCC26E6DTFE6543C31D85493509083774861 F27D8FA37561 582FCB40809EBODA3
Share 1:

Share 2:

61 2AAGBBB3BD3F6] B3] D244A269K01 1 CTAGGASDARTINAESIB2I2EREITBT2IE
FCCIBEEDTFEGS43C31 DES493509B3774861 2 TDBIAZT56L S8 2FCBA08I9EBODA3

Figure 3. Screenshot of a Window that shows how a 512 bit random number is made
into share 1 & share 2. Overlapping of sharesis also shown in the figure.
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Sequence Diagram of the proposed idea.
Step 1:
The client machine sends a request to the server.

Step 2:

The server, when it receives the request from a client, first authenticates the client.
For this, it generates arandom number. This TRNG is split into two shares SH1, SH2.
The SH1 is kept with the server. The SH2 along with the timestamp is embedded into
the QR code and sent to the client machine and the timer is set.

Step 3:

Once the QR code is received, the user uses his smart phone which is aready
registered with the server and has its own customized software to scan this QR code.
The user has registered his smart phone using the IMEI and IMSI number which is
unique to the device. This will authenticate the smart phone. Also a four digit PIN
number is used so that the user is authenticated. Only then the legal customized
software can scan the QR code. The SH2 and timestamp is obtained from this QR
code.

Step 4:

The SH2 and timestamp is then sent to the server through out of band (OOB) channel.
The device's IMEI and IMSI numbers are also sent to the server. If this message has
come within the time period the server checks the IMEI, IMSI number stored in the
registry to authenticate the message. Next, the shares SH1 and SH2 are overlaid. Only
if this matches the TRNG stored, the authentication is complete. Now the client and
server machine can communicate securely using the SH2 as the key and any
algorithm like AES, etc [8]. This way no third party key generators need to be used.
Figure 4 illustrates the sequence diagram of the proposed model.

Man in Middle
attack

User with a Server

srmart phone

Client
machine

Start Timer

3. !
;

End Timer

Figur e 4. The sequence diagram of the proposed model.
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Advantagesin using the proposed idea:
Robustness:

Can be made availablein al mobile platforms.
Secure handover to new phone in case old phone was lost /changed.

Secure:

The shares are made using highly impregnable visua cryptography
algorithms.

No scope for Man in the middle attacks.

User authenticated to server via mobile internet/ GPRS different from origina
Server to PC QR origination channel, resulting in enhanced security.

The QR codes are generated based on TRNG which are always unique and
random.

QR codes are 2D matrix codes with high encryption and decryption speeds,
can store large information and feature high error correction ability.

Convenient:

No need for complex, tricky usernames and passwords.

Mobile phone more ubiquitous-almost everyone carries one aready-compared
to other second factor tokens and hardware.

Zero incremental hardware cost, unlike other alternatives.

Easy to integrate and easy to use.

Conclusions

This idea can be implemented to achieve security to a great extent in applications such
as Net Banking, Online Shopping, detecting Counterfeit products etc. The usage of
true random numbers in the generation of QR codes itself makes it very unigue and
secure. The highlight of this technique is that there is no necessity for carrying
external hardware such as tokens and smartcards. These features make it a very
attractive option for second level authentication in future projects.
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